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Cybersecurity Self-
Assessment for Schools

How Secure Is Your School’'s Network?

Purpose

This short self-assessment helps your school identify strengths and areas for
improvement in cybersecurity.

It's not a test — it's a tool to start conversations about network safety, data protection, and
digital best practices.

Answer each question honestly. Mark Yes, No, or Unsure for every item below.

1. Access & Identity Management

Do all users (staff and students) have unique logins?

Is Multi-Factor Authentication (MFA) enabled for staff | | O
and administrators?

Are strong password policies enforced (length, | O |
complexity, rotation)?

Are inactive accounts removed regularly? ] | ]

2. Network & Device Security



Are student, staff, and guest devices on separate VLANs
or networks?

Is Wi-Fi secured with WPA3 or the latest encryption ] m] m|
standard?
Are all switches, firewalls, and access points kept up to ] O O

date with patches?

Are loT devices (cameras, smart boards, etc.) secured O O O
and regularly reviewed?

3. Data Protection & Backups

Is sensitive student and staff data encrypted at rest and

in transit?

Are daily or weekly backups performed automatically? m] m| m|
Are backups tested or restored at least quarterly? ] O O
Do you store at least one offline or cloud copy of critical ] O O
data?

4. Policies & Training

Do you have a written Cybersecurity or Acceptable Use

Policy?
Is there a documented Incident Response Plan? ] O O
Have teachers and staff completed cybersecurity ] O O

awareness training in the past year?

Are cybersecurity responsibilities clearly assigned within ] O O
the IT team or administration?



5. Monitoring & Continuous Improvement

O O O

Are you monitoring your network for unusual logins or
data transfers?

Do you perform regular security audits or vulnerability ] O O
scans?
Are vendor contracts reviewed for data privacy and ] O O

security compliance?

Is your cybersecurity plan reviewed and updated ] O O
annually?

Results & Next Steps

e If you answered “Yes"” to 15 or more: Your school has a strong cybersecurity
foundation. Keep reviewing policies annually.

e If you answered “Yes” to 10-14: You're on the right track — consider enhancing
training, documentation, or monitoring.

e If you answered “No” to more than 3: It's time to strengthen your cybersecurity
posture. Prioritize key areas such as MFA, backups, and incident response planning.

Remember: Improvement starts with awareness. Use these insights to build a safer and
more resilient network for your students and staff.
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